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Fraud via Email



Fraud via Email

● From a “legit” employee email

But…

● Vague information 
● Lack of capitalization
● Incorrect punctuation
● Poor grammar
● Just doesn’t seem right



Fraud via Example



Fraud via Email

● From a “legit” employee email & domain address
● No typos
● Correct grammar
● Nothing out of the ordinary



Skyward

● Phishing Email
● Access to Skyward
● Change in Bank Information 

for Payroll ACH
● Emails Filtered Before Seen



Skyward



Skyward

Skyward Report Instructions

https://docs.google.com/document/d/1Q1OlzMQ7Rzq2yAQqEGk4Bn6vRWDa8IWEJ0rNjKmdR4o/edit?usp=sharing


True Example of Internal Fraud

● Details on the Discovery of Embezzlement

● Clues Pointing toward possible cover up
○ Lack of taking multiple days of vacation
○ Working additionally before & after hours
○ Providing prepared spreadsheets for documentation
○ Not letting others assist with the person’s work



Why Does Most Internal Fraud Occur?



Formula for Internal Fraud



Activity Accounts

● High Risk Area
● Individuals Not Financially Trained & Very Busy
● Lots of Cash Handled
● Cash Accepted by Teachers/Advisors/Students
● Concession Stand Fundraisers & Athletic Ticket Sales
● Not Necessarily Linked to District Financial Software
● Lack of Advanced Planning = Need for Funds Quickly 

(i.e. leaving on a trip, taking group to an event, etc.)



Internal Controls 

● Most common audit finding “Lack of Segregation of Duties”
● How do you minimize it or even eliminate it

○ Cash Deposit Duties
○ Cash Disbursement Duties
○ Journal Entries Duties



Cash Deposit Duties

Who opens the mail?

 Who prepares the deposit?

Who takes the deposit to the bank?

Who enters it into the general ledger?

Who reviews it / approves it?

Who batch updates to the general ledger?



Cash Disbursement Duties

Who opens the mail?

 Who distributes the invoices for coding?

Who reviews the coding of the invoices?

Who enters it into the general ledger?

Who reviews it / approves it?

Who batch updates to the general ledger?



Journal Entries Duties

Who initiates the journal entries?

 Who reviews the journal entries to be prepared?

Who enters it into the general ledger?

Who reviews it / approves it?

Who batch updates to the general ledger?



Verification for EVERY ACH Change

● Must talk to an authorized person regarding the request & document it
○ For employees

■ (1) Contact
● In person (noted)
● On the phone 

○ Must call the phone number on file in Skyward, NOT one provided in the 
request

■ (2) Verify Account
● Require a copy of a check
● Or a prenote

○ For vendors
■ (1) Contact

● Must call the phone number on file in Skyward, NOT one provided in the request
■ (2) Verify

● Prenote required



Fraud via Email



Fraud via Email



Sharing



A Look Ahead - Outside

● Cyber
○ No Insurance Coverage without Preventative Measures
○ Single-Sign On (SSO)
○ Multi-Factor Authentication (MFA)
○ Training for Staff - Phishing Campaigns

● Cyber Incident Response Plan
○ Wisconsin Cyber Response Team

https://wem.wi.gov/response-teams/#crt


A Look Ahead - Inside 

● Positive Pay for AP

● Fraud Hotline or Form?



Questions?
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