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2022 CYBER INSURANCE LANDSCAPE

= More expensive

Coverage Restrictions

Increased Retentions

Difficult to obtain

Minimum Cybersecurity Requirements
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LONG-TERM CYBER INSURANCE MARKETPLACE

= Difficult
= Unstable
= Coming to end?
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City of Racine (Police) — Ransomware
Racine County - Ransomware

Kewaskum (Police) — Data Breach

City of Oshkosh (Police) - Malware
Janesville School District - Ransomware
Kenosha Unified School District - Malware
Village of Whitefish Bay - Ransomware
Manitowoc — Phishing/Data Breach

City of Kenosha — DDoS

Neenah School District - Ransomware

Data Source: https://www.seculore.com/resources/cyber-attack-archive/wisconsin

IT WON’T HAPPEN TO ME

State of Wisconsin Election System — Hack
City of Fond du Lac — Hack

Village of Nashotah — Ransomware

City of Janesville — Ransomware
Shorewood School District — Data Breach
Union Grove High School — Ransomware
Northcentral Technical College — Hack
Barron Area School District — Phishing
Black River Falls School District — Phishing
Elmbrook School District - Ransomware
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28.2% Cities and
Townships

25.0% Education
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Data Source: Know Be 4 Whitepaper — The Economic Impact of Cyber Attacks on Municipalities

TARGET AREA OF ATTACKS

15.7% Other

12.9% Law
Enforcement

4.3% Library

13.9% Counties
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WHY SCHOOLS?

Your Information is Valuable

@ Student Information (and Family)

($) Student IEP/IDEA

@ Employee Information
@ Payment Information
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WHY SCHOOLS?

You Are Vulnerable
% Symbolic
g,n-' Multiple Critical Issues
@ Insufficient Funding for IT
a Poor or Non-existent Response Plan
a Young Internet Users

@ Moved to the Cloud

M
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DO YOU WANT TO PLAY A GAME?

E3

M
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RANSOMWARE

A type of malicious software designed to block access to a computer system
until a sum of money or other consideration is paid.

» Exploit kits — via compromised websites and
malvertising

» Malicious email attachments

= Malicious email links

» Social media and SMS

= Removable media

= Ransomware-as-a-Service (RaaSs)
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AVERAGE RANSOMWARE PAYMENTS

2019 2020 2021

$115,123 $312,493 $812,000

N\ N\
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OTHER COSTS ASSOCIATED WITH
RANSOMWARE

Replacement of Hardware

Repurchasing of Licenses

Lost Revenues

Reputational Harm /

\
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SOCIAL ENGINEERING

The use of deception to manipulate individuals into
divulging confidential or personal information that may be

used for fraudulent purposes

= Phishing Emails
= Vishing

= SMShing

= Water Holing
= Tailgating
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CYBER UNDERWRITERS LOOK FOR:

= Multi Factor Authentication (MFA) p‘#
o For access to: RDP, privileged accounts, and email o
o Can be: biological, systematic questions, or code access

= Anti-virus/malware software g

= Regular employee training on
cyber safety and social engineering

= Email security

o External Email Warning, Spam Quarantine Notification

M
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CYBER UNDERWRITERS LOOK FOR:

@ﬁ | Email Screening and Quarantine Examples:
.

EXTERNAL EMAIL: Click links or open attachments with caution.

SPAM QUARANTINE NOTICE

The message(s) below have been blocked by your administrator as suspected
spam. There are 34 new messages in your Email Quarantine since you
received your last Spam Quarantine Notification. If the messages below are
spam, you do not need to take any action. Messages will be automatically
removed from the quarantine after 14 day(s).

M
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CYBER UNDERWRITERS LOOK FOR:

» End-Point detection & protection A
response tools \-‘j=_§
o Technology that monitors and responds to cyber threats

o Costly technology
* Robust patching policy (&)

\
)
e
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\
i

o Software up-to-date

= A documented operational continuity plan | _™
o Must be in writing 7
o Be prepared to share with the underwriter

DISTRIBUTE INSURANCE

CYBER UNDERWRITERS LOOK FOR:

= Encryption of sensitive data

= Regular backups (daily is best)

= Data backup stored in a separate @\
location D \@

O
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THE ANATOMY OF AN INCIDENT

y

Long Term
‘ Impact
Short Term * Public Relations
Impact e Call Centers
Response o Class Action * Reputational Harm
o Legal Lawsuits
Discovery « Digital Forensics * Regulatory
« Notifications Investigations
* Ransomware e Hardware
«DDOS o Credit l_\/lqnitoring & Replacement
Remediation .
* Breach of * Business
Information Interruption
¢ Unauthorized
Collection of
Information

Md
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RESPONDING TO AN INCIDENT

= Follow the written incident response protocols );

=l

= No one should refer to a suspected incident

as a “breach” in writing — this could trigger
statutes regarding the timing of legally @
required notifications
= Avoid emails as much as possible if incident
is suspected }
v
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RESPONDING TO AN INCIDENT

Report the Incident ASAP

)

Incident hotline/
insurance company

%

= |nsurance agent

Law enforcement

Legal Counsel

RESPONDING TO AN INCIDENT

Why You Want To Be Insured

= Payment

= Legal representation

= Forensic T

= Forensic accounting

= Ransomware negotiation

Without insurance you are on your own.
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ASSISTANCE IS AVAILABLE

|

NISI' The National Institute of Standards
and Technology

NIST develops cybersecurity standards,
guidelines, best practices, and other
B resources to meet the needs of U.S.
industry, federal agencies and the
broader public.
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ASSISTANCE IS AVAILABLE =

.

= Center for Internet Security

<(: I S Icrftrt‘etr?nreftosrecu rity®

Creating Confidence in the Connected World.
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ASSISTANCE IS AVAILABLE

¢

Cyber Security & Infrastructure Security
Agency

https://www.cisa.gov/stopransomware

StopRansomware.gov is the U.S. government's official

one-stop location for resources to tackle ransomware
more effectively.
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| CYBER LIABILITY |
.*"| COVERAGE [ <. _
s : : S
WP 300 pARTY LIABILITY SHARED AGGREGATE 157 PARTY COVER \\I)
L &
* Reimbursement of Expenses
A”< DEfen_Se _C_OStS o Business Interruption/Income
* Privacy Liability o Forensics Expense
* Network Breach Liability o Notification Costs
« Civil Litigation o Public Relations
« Regulatory Investigation ° gremth'\éomtﬁ.ﬂng
. . o Breach Coaching
« PCI Fines/Penalties o Legal Counsel
« All Settlements o Extortion/Ransomware
* Media Liability o Crime Losses
o Restoration of Data
o Contingent Bodily Injury
M.d
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QUESTIONS?

Kevin Miller

262-524-4190

THANK YOU FOR YOUR

TIME!!
v
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