CYBER INSURANCE
UNDERWRITING REQUIREMENTS

Presented By Marty Malloy MS, CSRM, ARM-P CPCU
Director Education and Government Practice and Partner

M

INSURANCE

22222222222222
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO



2022 CYBER INSURANCE LANDSCAPE
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= More expensive

* |Increasingly difficult
to obtain

= Districts need to
implement risk management
protocols
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IN THE NEWS

Risk Management

Angela Childers
July 12,2021

Virus resurgence remains a maj
districts and universities openi
lineup of top concerns, includir

Cyber risk has been a pressing !
institutions, some of which are

much as 300%, said Julie Their
president and regional educati

“Cyber and ransomware are inc
“This July 1 (renewal) cycle has

o S5, 294 ik scho

© 2021 M3 Insurance®

BUSINESS INSURANCE

RISK MANAGEMENT ~ WORKERS COMP  INTERNATIONAL  RESEARCH & REPO!

Schools hit with cyber price hikes

Business Insurance:
“Schools hit with Cyber Price Hikes”
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WISCONSIN
PUBLIC RADIO

Wisconsin and the World. n|p|r|

Wisconsin Public Radio:

‘Ransomware, phishing and cyberattacks
are increasingly hitting Wisconsin school
districts”

HOME NEWS WEATHER ARTS & CULTURE

Ransomware, phishing and cyberattacks are
increasingly hitting Wisconsin school districts, most
recently in Janesville

School districts hold a lot of potentially lucrative data, manage a lot of money
and increasingly rely on technology

By Madeline Fox
Published: Thursday. October 28, 2021, 6:252m
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https://www.businessinsurance.com/article/20210712/NEWS06/912342944/Schools-hit-with-cyber-price-hikes
https://www.wpr.org/ransomware-phishing-and-cyberattacks-are-increasingly-hitting-wisconsin-school-districts-most

IN THE NEWS

= The Journal of Education Technology: Growing Frequency
and Rising Costs of Ransomware Attacks on Schools
Highlight New Report

=  https://thejournal.com/articles/2022/03/10/growing-frequency-and-costs-of-ransomware-attacks-on-
schools-highlight-new-report.aspx

= 2021 Cyber Incidents Disclosed by U.S. Schools is Led By
Ransomware for First Time, K—12 Cybersecurity Year in Review
Shows

qu

© 2021 M3 Insuranc:
CONFIDENTIAL - DO NOT REPRODUCE OR DISTRIBUTE I N S U R A N ( E


https://thejournal.com/articles/2022/03/10/growing-frequency-and-costs-of-ransomware-attacks-on-schools-highlight-new-report.aspx

IN THE NEWS

= From the Journal Article:

o Even when school districts are able to recover
control of their data or networks without paying a
ransom, the unexpected remediation costs can be

staggering. _ e
» Baltimore Schools 59.7 million dollars ¥ 9 o
» Buffalo Schools 59.4 million dollars
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CYBER STATISTICS FROM THE Bl ARTICLE

= More than 830 cyber incidents were publicly
disclosed by school districts in 2021.

= School districts in cities and large suburbs ancj &

those with a larger proportions of a higher-
income demographic are the most likely to
experience a cyber incident.

BUSINESS INSURANCE
RISK ERSCOMP  INTERNATIONAL  RESEARCH &RE m{

Risk Management

Schools hit with cyber price hikes
hilders
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https://www.businessinsurance.com/article/20210712/NEWS06/912342944/Schools-hit-with-cyber-price-hikes

FROM THE BI ARTICLE

Cyber underwriters are looking for S
institutions that have “stepped up their | mwwwome
game” and devoted the resources to

provide sufficient protection.
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https://www.businessinsurance.com/article/20210712/NEWS06/912342944/Schools-hit-with-cyber-price-hikes

FROM THE WPR ARTICLE

Doug Levin, national director of the school SR Lssons

Wisconsin and the World. n/p[r|

cybersecurity organization K-12 Security
Information Exchange, said districts are
appealing targets for several reasons.

They are often financially under-resourced,
meaning their technology might not have
all the latest updates to prevent incidents.

They also have an incentive to pay so s
they’re up and running again quickly.
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https://www.wpr.org/ransomware-phishing-and-cyberattacks-are-increasingly-hitting-wisconsin-school-districts-most

ASSISTANCE IS AVAILABLE a

d A nonprofit, threat intelligence sharing
% K12 S|X community for school districts to prevent
and respond to cyber threats, together.
https://www.k12six.org/

Through a secure communications portal, school IT and security
teams can share warning about cyber threats and help each
other mitigate successful attacks, with support from K12 SIX
staff leveraging dozens of data sources and analytic tools.
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https://www.k12six.org/

ASSISTANCE IS AVAILABLE %

ler The National Institute of Standards
and Technology

NIST develops cybersecurity standards,
guidelines, best practices, and other
B resources to meet the needs of U.S.
industry, federal agencies and the
broader public.
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https://www.nist.gov/cybersecurity

ASSISTANCE IS AVAILABLE i;;

= Center for Internet Security

https://www.cisecurity.org/

@ Center for
. Internet Security’

Creating Confidence in the Connected World.

qu

INSURANCE

© 2021 M3 Insurance®
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO


https://www.cisecurity.org/

ASSISTANCE IS AVAILABLE @9

Cyber Security & Infrastructure Security
Agency
https://www.cisa.gov/stopransomware/k-12-
resources

StopRansomware.gov is the U.S. government's official
one-stop location for resources to tackle ransomware
more effectively.
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https://www.cisa.gov/stopransomware/k-12-resources

ASSISTANCE IS AVAILABLE

* Government Technology
o https://www.govtech.com/
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https://www.govtech.com/

ASSISTANCE IS AVAILABLE |

‘I"’UBLIC& ESSER Funds (1, I, and 111)
INSTRUCTION Guidance on Public Allowable Costs

(Page 10) “With the increased reliance on the internet, the LEA may
need to implement systems that improve upon cybersecurity and data
security....This could include updates to the infrastructure or to
processes that monitor the data.”

CYBERSCOOP

Biden signs infrastructure hill that
provides nearly $2 hillion for cybersecurity
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WHY SCHOOLS?

Your Information is Valuable

@ Student Information
@ Student IEP/IDEA
@ Employee Information
@ Payment Information
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WHY SCHOOLS?

You Are Vulnerable

Young internet users without knowledge of

current methods for data breaches
(i.e. phishing, ransomware, etc.)

- P

Personal devices connecting to school network

Schools less likely than businesses to have cyber
loss prevention plans

Small IT staff / Lack of funding
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LONG-TERM CYBER INSURANCE MARKETPLACE

= Difficult
= Unstable
= Coming to end?
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CYBER UNDERWRITERS LOOK FOR:

= Multi Factor Authentication (MFA)

o For access to: RDP, privileged accounts, and email
= Anti-virus/malware software

= Regular employee training on
cyber safety and social engineering

= Email security
o External Email Warning, Spam Quarantine
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CYBER UNDERWRITERS LOOK FOR:

Email Screening and Quarantine Examples:

EXTERNAL EMAIL: Click links or open attachments with caution.

SPAM QUARANTINE NOTICE

The message(s) below have been blocked by your administrator as suspected
spam. There are 34 new messages in your Email Quarantine since you
received your last Spam Quarantine Notification. If the messages below are
spam, you do not need to take any action. Messages will be automatically
removed from the quarantine after 14 day(s).
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CYBER UNDERWRITERS LOOK FOR:

= End-Point detection & protection
response tools
o Technology that monitors and responds to cyber threats

= Robust patching policy

= A documented operational continuity plan
o Must be in writing
o Be prepared to share with the underwriter
o Table top exercise
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CYBER UNDERWRITERS LOOK FOR:

= Encryption of sensitive data
= Regular backups (daily is best)
= Data backup stored in a separate @\
location. Air gapped. D \@
O
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RESPONDING TO AN INCIDENT

= Follow the district’s written incident response
protocols

= No one should refer to a suspected incident
as a “breach” in writing — this could trigger
statutes regarding the timing of legally

required notifications
= Avoid emails if incident is suspected @
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RESPONDING TO AN INCIDENT

Report the Incident ASAP

)
= Incident hotline/ u

Insurance company .

INCIDENT
52 REPORTING

" |nsurance agent

= | aw enforcement

= (DPI Cyber Response Team (CRT) - If you have an
incident start here. (800-943-0003)
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RESPONDING TO AN INCIDENT

Why You Want To Be Insured

= Payment

" Legal representation

" ForensicIT

* Forensic accounting

= Ransomware negotiation

It’s on you to do the above if you’re not insured.
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THE BOTTOM LINE

Cyber Insurance Is:

= More expensive

o Wall street analysts predict cyber insurance will be more
expensive than property insurance in 5 years

= Harder to obtain

Will it be available in 2-5 years at current loss rates?

= Current underwriting practices will be required to
prevent losses
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THERE IS STILL TIME TO GET AHEAD OF THIS

= Let’s not add a cyber insurance crisis to our already
full plate of crises at
public schools

- INCIDENT &
“MANAGEMENT
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